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Abstract: Software defined networking (SDN) prowi e/j??ow solution for management requirements of the future
network. Based on dynamic service function chain 3 e creation model of service function, advanced network
programming language as a service deployment tools, and combined with virtual network mapping theory, a

deployment scheme which could take s&r

holicies, and take controllers to network nodes was designed. Based
on the three-layer structure of the SDN, ynamic policy management system was proposed. It can implement
self-adaption deployment of network service, which based on the feedback information of the network state. Besides,
it can detect network policy conflicts on the network note and choose different ways of combination to avoid policy
conflicts. Finally, the complete deployment process of the dynamic policy management system was verified through
some experiments.
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SE T 45 F R A %%ﬂﬁfﬂm%mm@
F)]"/j_\‘o \\i:ﬁ?

TREWE -
P3(s1,el)=<(Dstaddr=10.20.7.0/24):fwd(4)>
e

cookie=0x0,duration=59.411s,table=0,n_packets=0, n_bytes=0,
idle_age=59, priority=59995,vlan_tci=0x0000 actions=drop # H4
SR VC T 1 B 2 4, AT o A 5 R AR A

cookie=0x0, duration=59.411s,table=0,n_packets=0,n_bytes=0,
idle_age =59 ,priority =59996,arp,vlan_tci =0x0000,arp_tpa =
10.20.7.0/24 actions=output:4 # H #5441k Jy 10.20.7.0/24 ) ARP
#HAE o4, P 1 4 5 i 2k

cookie=0x0, duration=59.411s ,table=0,n_packets=0,n_bytes=0,
idle_age=59, priority=0 actions=CONTROLLER:65535 # JGi% It [ic
1)t A S04 T 45 | T 1)

PRl 8 W IR E A I 4

Ja AR M A 45 R R R R R WA 1 A 58 B
e

Y A —

5 15]:._,\%5%““%94'&9-@4

RTINS EWE R BN, BETET
Pyretic/Kinetic 5 H Al Open vSwitch (OVS) 22 2 HL # ] i:{ °F-
6, WP A7 Linx RET8f7, WA FEFENG
PC,— G %A 3PM R MR OVS se et 7 — & RA —
P R AEJ9 SDN #2473 43k 5 B — & W 4 A
(SmartBits-600) FHI 2% 7= A 728 f6 K4 4 41, DA fish A 5 AR
A, AT % 008 285 54 1R 1 5l 25 19 2% S 70 28 R R8CR
51 EWigit

AR50 M 52 BT FOAE (Auth) B AR A (IDS) 7
AE&%I{B&HTQEAE’JEE(%IJJ HEfE

ﬁ'{»ﬁﬁ’[g] 9 {30 Th K W B PC 44T

»* R R T T A R 0K A
™ e SR RN 2 7] 22 0 I B3 8 60K 2

e 20 . R < Pyretie/Kinetic Open vSwitch 2.0.2 sFlow-RT
SmartFloy /\

Pyretic/Kinetic % SNE) 0% iy 9 B 4L PC1 L 1P 41
HEO10:20.215.86. ‘i %5 TPk 2 E
/m\\;ﬁ M 4 B Kinetic/mininet/POX f) i
MHLB & l\ﬁ J ﬁ FA VMware ',

pfn\Smt(h AR 3 SRR ) PC Bl R 9
NG}\% S 9 5 % B3 51 cethO L eth ,eth2 , FH eth0 i
T 0N DUEHE M % ethl Rl eth2 £ OVS s ALY 1A
Ui 11 PC2 ¥ 2% M stk 0 10.20.215.184, AR g LB T oK,
N OVS ZRHAL, 75 L ki A # ovs-vsetl
add-br b0, BT LLGIEE — A4 14 bi0 5 OVS 2244, Bl
HEHIZ G, ZE S — D BRI, zﬁ?ﬁ% b0,
ZIT U XA AR 2 TS A B e, A
e A B AW B R o B be0 S EE}X
b0 4L % HE Y SDN #5185 A S He O =, OVS $i
7 3 Fi S aRE 7, 250 SSLTCP UNIX,
TESH T, P TCP ) X SR A %, &5, i
TEMEFE AL bR w0 10 9 250 & 15 5 B ARG A
br0 22 Bl b B — 4 sFlow agent, H L, %55 5 4E PC2
424 sFlow-RT,

)5 i — & SmartBits-600 3 & & 8 04 .
SmartBits-600 i 17 LA T fif LA FL &

HEAT I SmartFlow 4% SmartFlow % 4 5 SmartBits-600
WAEEEK, #1T Cards 250 [ AL E |, 78 5 55 ot 6 A

M (http://resonance.

noise.gatech
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8%
IPH1:10.20.215.86

!

PC2 IPHhhE:10.20.215.184

sFlow ¥
K3k

P <o
= Flow s il
& \(F=-E

[y »

SIS
jles=i

*

119 il 35 ] ) 9 s

Q

SMB1 1-1 1 SMB 1 1-2 P/ fe e 8 B2 455 LA 11 i
HF OVS 284 - HEHUZ 4 | K10 1 [k, 4l 8
B 40058 0 0L 9 4 e SE BRSO A P v B
10 Mbit/s, #% 32 E IpvdNetworks HETH, 15 B i 11 Y
IP ik, = AR e 40 20 1 AP Mk | o0 @ b ik % b bt 45
TEARWK LR o K B34 i 1 A TP M ik 40 31 52 8 . SMB 1 1-

1:10.20.215.135 SMB 1 1-210.20.215.136,, &4 7+ 41 H@K//?
53

HhE 4y B3 R .10.20.215. 111 F1 10.20.215.222, i & 4
IP ik 3% 4 :10.20.215.0,, ¥ 56 TP i k15 1 45 A o 11 1P

Motk o H A R B R S Y SRR A0 O S
Ji R 0 7 LB S 2 B S A D 3 K R i K D

Be— YO A0 52 1R IE IR A7 BB A SE R o R ()
4 :0.1%.0.1% .100% .30 s,

I e, A S5 B A TG 5
52 ZRBESHER

W JEAE TP skl 10.20.216.86 () PC1 £ J3 31 Pyretic/

> O root@zero-All-Series: /home/zero

artBits-600

$

Kinetic B 1 Faks DA E-5 A 246 0 8 47 41 & R N 76 B
F R ST [R] e 17 POX #2445 .

$ cd home/pypetic/pyretic/kinetic

‘retic.py pyretic.kinetic.examples.auth_ids
WA i
AT P UGESIREN K, i T H P OAE DD e T

R

H-

&tﬁﬁﬁﬁ,%%EXLJ\I%NQ%H@H&%?&@:%D N

NI g A P R OR G e, nT DU B OVS E AR
TR B 7m 73 4 K (actions=drop ) , WA 10 fi 7w ,

TE T &KW Z J5 $ python json_sender.py -n auth -1
True--flow="{srcip=10.20.215. 112}"-a 127.0.0.1 -p 50001,
PR A R AT LA B IR 10.20.215.112 99 %
WEC A R M 2 535 15 & (actions=output:2) , W& 11
7R o

H# sFlow-RT /9 51, A7 LA 2000 4 7 303 i 22 4k 1
R, AT 12 BRI R B AR R ik g 8 o R

root@zero-All-Series:zero® ovs-ofctl dump-flows sTlow

NXST_FLOW reply (xid=ex4):

cookle=0x0, duration=9.717s, table=©®, n_packets=82, n_bytes=10168, ldle__age=06,
pPriority=0 actions=CONTROLLER:6553S

cookie=0x0, duration=0.004s, table=©, n_packets=0, n_bytes=0, idle_age=©, prior
1Lty=0 . 1p.in_port=1,dL_sSrc=00:00:01:00:00:01,d1lL_dst=00:00:02:00:00:01 . Nnw_sSrc=10.2
©.215.111 ,nw_dst=10.20.215.222 . nw_proto=0,nw_tos=0 actions=drop

cookl » duratti -133s, table=©®, n_packets=0, n_bytes=06, ldle_age=6, prior
1ty=0.,.1p,.ln_port=1,dl_sSrc=00:00:01:00:00:02,dl_dst=00:00:02:00:00:02 ,nw_sSrc=160.2
©.215.112 . nw_dst=10.20.215.223  nw_proto=0_,nw_tos=0 actions=drop
root@zero-All-Series:zero®

B 10 A A ER OVS BRCKRZS 19 9 %
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roOt@ZTero-All-Serles:zero® ovs-ofctl dump-Tlows sTlow
NXST_FLOW reply (xild=ox<):

cookle=0x0, duratilionNn=77.598s, table=0, n_packets=2725, n_bDytes=337900, 1dle__age
-, Priority=0 actlonNns=CONTROLLER:GSS3S

cookie=0x0, duration=9.129s, table=©o, n_packets=0, n_bytes=0, idle_age=9, prior
Ly =0 . tp.in_port=1.dl_sSrc=00:00:01:00:00:02,.dlL_dst=-00:-00:02:00:00:02 . Nw_Src=10.2
©_.215_.1312 ., nw_dst=10.26.215_.223 . nw_pPro . T © acti TtpuT:2>
cookle=0x0, duration=9.136s, Ttable=0, n_packets=0, n_bytes=0, ldle age=9, prilior
= oo : oo

rocot@zerco-All-Series:zero®

B 11 LS 10.20.215.112 J5 OVS B %

E [ sFlow-RT x 5\75 |

¢ 3 @ @ D localhost:8008/metric/10.20.215.184/3.ifinpkts/html Y
# mA @ EF Open vswit
D sFlow-RT

10:40:27 10:41:00 10:41:33 10:42:07 10:42:40 4313 1044 10:44:53 104527 _|

B

B 12 P GIE A e i S A A o 2 R

E,K%%%%@?—Fﬁ,ﬁ?ﬁﬁ?ﬁﬁé%?ﬁﬁﬁﬁ%ﬁﬁ%§ it SR (1 21 g | A\ S BAR £ ) 45 AL 408 24 i
W K3 o P13 A 7 SR 42 0 A 11 A AL ;
i, SmartBits-600 &K & 4 AL FFSE 1 min E?g 4
W A5 ) R T — 0Bl 23 A O %, PR et ]

1 min 2 BB, —IFIR T A WA (10

S A 4 W W B, B UK i L TR ki 0T B 15 1 7 R S o e Wiom R AL i T
AP DR 2 I 0 SR s, el & n e s R A, 19 31 5R L) ik S i s A MRSt 1 1 00 K T
4 AR A % R 1(10.20.215.111) A ik & ik 4 A% BB Bl e, 4 0 W) B U L 20 R R0, A
W, P 2(10.20. 215 ) KIFSEAIL, ATV 1 5, OVS W93, Ui A8 30 o th e 2 Oy oy 4 5 0K
TS B R B R — o B S B Rk T %(actionszdmp),ﬂﬂ@ 16 7R o PSS 3 7 ik B2
K1 I L 0 SR, 4 W s ik i il .
. 6 ZRiE

H ] A RS

(2) AR oy el ik ‘@ BT — 25 5 TR 0 8 01 0 46 5 s 2 3 i 5 B

i 3 4 5 — 1 ExecuteSender.java [ |7 82 2L 4K B O] 2% 57 B 5% i R A0 B S I AR A T R 4 A B 2 RS i

X O  sFlow-RT - Chromium
[ sFlow-RT x Y LaJ]

< € € | D localhost:8008/metric/10.20.215.184/4.ifoutpkts/html =] =
i A I EF Open vswit
QI sFlow-RT

: e

10:40:27 10:41:00 10:41:33 10:42:07 10:42:40 10:43:13 10:43:47 10:44:20 10:44:53 10:45:27

Ewrr——

P13 i AIE P 2 A 20 2 2 W
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) sFlow-RT ]
<
# @f [l EF Open vswit

€ © D localhost:8008/metric/10.20.215.184/3.ifinpkts/html

"

®)SFIOW-RT 0
0

50

|

B

21:4420 214453 214526 21:46:00

N3

214706 21:47:40 214813 214846 24020

E 14 AR

X
|/ [ sFlow-RT

sFlow-RT - Chromium
*x

Ji B G K 3 v U R 4R

<
# A @ &EF Open vswit

€ © D localhost:8008/metric/10.20.215.184/4.ifoutpkts/html

T AT

50

40

0

20

10

0
21:44:20 21:44:53 21:4526

X O root@zero-All-Serles: home/zero

root@zero-All-Series:zero# ovs-ofctl dump-flows sflow

NXST_FLOW reply (xid=0x4):

cookle=0x0, duration=9.583s, tablesd, n_packets=231, n_bytes=28644, idle
priority=0 actions=CONTROLLER:65535

cookie=0x0, duration=0.006s, table=0, n_packets=0, n_bytes=0, idle_age=0, prior
ity=0,1p,in_port=1,d1_src=00:00:01:00:00:01,d1_dst=00:00:02:00:00:01,n_src=10.2

0.215.111,nw_dst=10.20.215.222,,nw_proto=0, nw_tos=0"actions=drop
root@zero-All-Sertes:zerof |

B 16 ARKMIE3JE OVS i %

PEOLH 8 190 45 S W AT DL F) 8l R 7y 0 £ 5 5
Fie B0 T AR . AR SCMR 55 Dl e i vy )
He B ORASHMET RS Al R IR 55 ) i S
S M 95 3y e S ) B 0 4 SR ) 2 5 L7 T 4 T B A T
ol % R A

AR HRGW R % T oK B Rk % 2h
AesE, FLIMT ZRME AR MR 2 MA A R
% YIReHE I B — g5 Th Re A B A A SR A HLRL Tl
38 R T A R0 AN [ ) 28 R 25 T SR . S & MR 55 )
g S 1] 38 ik 36 1 4 F Pyretic/Kinetic 4 5K W 5 1k R
OpenFlow Uit & T & 21 W46 15 5

2R SN A T 5% 0 SR W 1 s A A B e AT TR
ST AR E T A A K T A BR AR SO 5 g 3 ]
TR ZAE R AR B 8

il /> 19 4%
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